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Abstract

Homomorphic encryption is an effective way of securing data privacy while maintaining the possibility
to process the data. The VeraGreg framework, unlike other existing homomorphic cryptosystem allows
for verification of computation that was done with the encrypted data.

This work deals with an implementation of the VeraGreg framework and its effectiveness comparison
with a naı̈ve scheme based on symmetric encryption. Secure microcontroller CE1302 was chosen as the
implementation platform. A new library for multiprecision integer arithmetic was created as well as the
first published implementation of Paillier cryptosystem using hardware RSA accelerator.

The VeraGreg framework is 200 times slower compared to the naive scheme and occupies one third
more space in the program memory, so it is not a suitable alternative to symmetric cryptosystems. On
the other hand, it provides privacy to the user while allowing computations with the encrypted data, and
verifying that is has not been manipulated during the computation.
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